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‘, SOFTWARE ENGINEERING & SPECIALIZED SCIENTIFIC SUPPORT

' STATEMENT OF WORK: DESCRIPTION; SPECIFICATIONS, & WORK OBJECTIVES
 OVERVIEW

The Enwronmental Protection Agency (EPA) Ofﬁce of Research and Development (ORD), has
a requirement for enterpnse Software Engineering Specxahzed Scientific Support (hereafter -
abbreviated as SES®) services for all of ORD's facilities.” EPA depends upon accurate
information and reliable communications to execute its mandated functions and make informed,
s. EPA prefers the use of Web technology as a strategic methodology
- for commumoanon with: the: pubshc our busmess partners, and our employees. -

ORD is the largest program ofﬁce inthe, EPA and 15 spread across thlrteen geographic Iecatlons
EPA’s mission is to: '
- ®»  Perform research and development to 1dent1fy, understand and solve current and ﬁlture
~environmental problems.
» - Provide responsive technical support to meet EPA's mission. E
»  Integrate EPA’s work with the work of EPA’s smentrﬁc partuers (other agenmes, natlons .
- private sector ergamzauens and academla) '

1g € ental issues and in advancmg the
sc:ence and tec] i«/:««elogy of: nsk a:ssessment and risk hanagement.

_ Roleof EPA in the SES3 Environment . ‘

Under the SES® Order, EPA and the contractor(s) will Work n partnershlp to achieve the EPA’

. mission. The partnership will be strengthened by clearly defined roles and responsibilities, vwhich
will evolve over the life of e Order. EPA 'will be responsible for the requlrements definition
and strategic planning including 1 ; terprise Architecture. The SES® contractor
shall be responsible for the technical pI' nning, consistent with the direction of ORD, and the
1mp1ementatxon of the technical plan. ‘ '

STATEMENT OF WORK

The goal of this acqmsmon isto prov1de flexible, mnovanve and cost effective solutlons to meet
‘the Information Management (IM) and Information Technology (IT) reqmremems of the EPA, -

- ORD, and partner user communities including other Federal and state agencies. Prospective
vendors are enceumged te offer creative and mnovamve solutmns that meet overall strategic .
ob;ectWes

This statement of work (SOW) does not prov1de spec:tﬁc detazls on the types of solutlons to be
offered, the comprehensiveness of any specific solutions, nor any specific perfennance levels or
metrics that must be associated wi spe: area. However, the government requires
prospective vendors to offer comprehensive solutions that (1) are based on an understanding of -
the current EPA IT infrastructure and systems engineering environment, (2) provide the scope
and breadth of systems engineering services that are responsive to the present and future needs of

! Refer to www.epa.gov/oam for locations.
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the EPA ORD, and partner user communities, and (3) ensure an aropnate level of security
‘based on gove mmment regulations, agency requirements, and mdustry best practices.

Program ijectlve. EPA’s objective is to estabhsh a perfonnance-based multzple~souzce
capability to acquire an all~encompassxng range of software engineering and specialized
 scientific support services. The : g3 i mande; for this
. Order will be seven (7) years (a;n mmal cme ( 1) year Order, with six one-year @ptaons) Central
to this effort are the means to:
+ Assistin developing and maintaining an apphed software engmeenng program that is
responsive to EPA strategies and business needs. -
»  Foster the rapid adoption of new technologies. :
- Optimize internal and external communications 2 sharmg of mfonnatxon
- Provide flexibility for change as the nature of softwa:ce engineering support services
- changes. - : . ‘
»  Provide uninterrupted operaﬂons and mmé? mize organizational disrupti
vttansmon :

BPA Objectlves EPA’s @b}ec*uve for. t}us vehmle isto prov:de a process for procunng needed
SES? resources that can be Icveraged throughout EPA for all types of systems life cycle®or
business services projects. The wide range of SiES3 sought under this BPA will:
«  Advance the use of current systems, improve upon and streamline them, m@demlze and _
craft new-applications, and introduce newtec T ~o}®g1es as they emerge. '
. ‘valderecow:w dations for : i

seoumy, as 1’t a,pphes to appllcation davelopment and maintenance.
»  Provide: conprehenswe research, studzes and solutmns for softw are engmee; ing and
~ deployment.
» - Respond to requirements on short n@tlce and prowde rapid solutmns following
established and known processes. ‘ .
= Provide support to respond to agency and Ofﬁce of Management and Budget (OMD) data.
: calls and reporting reqmrements

M‘&ﬁazgaem@ntf :etkads' Penodxc stiuctured status reports with deﬁned metrics that track '
progress will be required throughout the life of this Order.. Vendors shall provide the appropriate
information to the right orgamzatmnal level and provide a clear pictare of the work being

7 perfonned The Vendors shall provxie the resoumes appropnate to the defined body of work.

, Management Controls: Pmblems with pr@; ot shall be proﬂy 1dent1ﬁed and brought to the
attention of the Contracting. Officer’s Representative (COR) within twelve (12) hours of problem
identification. Recommended solutions and approaches shall be presented to the COR within the
following twenty-four (24) hours or as negotiated with the COR and relevant stakeholders.

Work Issuance: EPA will issue Task Orders (TO) to the BPA’s pool-of awarded Vendox(s) that
- will provide specific and detailed descriptions of work requirements. After the establishment of
~ atask order, work shall be issued as projects through an EPA provided commercial off-the-shelf
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‘ (COTS) work request and pmject management system (WRPMS). The phrase “work request and
project management system’” refers to a standard solution. The WRPMS provides detailed work

- deseriptions and routing approvals for requests associated with the applicable TO. The work
requests will be routed to the COR for review and approved requests will then be routed to the
Contractor. The Contractor shall provide a written estimate of the number of hours necessary to
complete the work. Work shall not start until approved by the COR. When ad hoc plans or -
reports are requrred a request will be submitted via the WRPMS. The date of delivery for such
items will be specified at time of the request. EPA standard operating procedures may require a
technical work plan be submitted to the COR within a specified tlmefraue that con*tams specific
dehverables and due dates for submission to the COR. ' :

Coordma*tmn and C@Rabamtmn with Relevant Stakeholders: EPA anticipates that over
time, the Contractor’s kriowledge of various organizational entities will grow through its -
assoc1at10ns w1th those ennnes Based upon that knowledge the Contractor shall keep the

issues, so that the e31gnated or appropnate EPA orgamzatlon may ldentwe chailenges amd
remedme issues, recogmze nsks and plan accordmgly, and recogs mze oppo rfunities t

.Contractor shall mfom the CQR ef apparent dup i a;tlon of eﬁort be:.aueen tasks orders or
- projects and any obvious inconsistencies among work initiated by different Agency
organizational entities. The Cnntra:ctor shall provide this mfonnatmn In writing to th
appropriate COR. In the interest of preserving the integrity of a unified architecture, the
Contractor shall analyze common requirements between planned and existing projects and
requirements that may cross programs, geographic, or ergamzatmnal lines. The Contractor will
‘notify the COR of any technical or managerial issues arising from any individual Task Orders
(e.g. duplication, conflict, or violation of Agency standards). The Contractor(s) chosen for this
multi-award Order shall establish a unified, consistent, collaborative process with other vendors
to solve problems and recommend solutions. This process will be-documented by the contractors
- and presented to the COR and all relevam stakeholders : - :

" Technical Qual»nﬁcatxom ' ' ' K
" The contractor shall have the ability to: -
a. Apply new approaches, principles, methods, and techmques as well as new tools and
, technologies compatible with the EPA environment, as appropriate. -
b. Demonstrate advanced experience in systems analysis, evaluation, design, integration,
and implementation of very complex apphcanons which requite a thorough knowledge - of :
‘systems technologies and concepts.
¢. Work within boundaries of and support standards-based enterprise | archltecture and
understand enterptise technical architecture and information architecturs. / :
d. Provide personnel with a den @E}stratﬁd history of customer service and people skllls for
all customer-facing and end-user support staff positions. '
e: Apply methodologies and techmques that result in reatsonably accurate time and resource
“estimates for all pro; cts and tasks.
itude nmunications and meeting parﬂc:patxon régarding
‘ chir. 1cal issues such as infrastructure upgrades and their impact on EPA’s
: a,pphcauons pm'tfoho product portfoho and future releases and present formal plans,




_ Software Engmeermg and Specialized Sc:ennﬁc Suppon : : RFQ-DC~ 07-09306
Revxswn e ] o ’ _ November i 3007

e
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u Understand Sectmz 508 stand: 1d map the solutions to the requirements and Federal
4ia0) : elate to system design and development.

V. Perfmrm evahxatwns and audits fic application programs.

w. Process and prepare data to perfomx geospatial overlays and GIS analysis. -

x. . Provide the technical support for deve}opmg new a}gons hm composition including the
development of mathematical expressions.

y. Develop, update, and i ement Quahty Assurance Plans for work mvolvmg
environmental data co ct Plans should be developed in

" accordance w1thB? ‘  Assuran Prq}ect PI“ ns (EPA/240/B—

0:1-‘/3, re-issued Ma v/a: tral). ,

. pro;ect mamgenem tech
process areas of CMMI to me:et the demands and chai zenges erf rts user commumty It should be
emphamzed that the isa hstmg of the types of SES3 support required; however, it is
not interided to be a complete listing. The vendor shall have an extensive depth of supporting
, capabﬂmes in gl} of the: categ@rws identified below

. F mancml repomng and cost’ traclﬂng
»" Organizational and mmgement services'
. Other T related servzce '

Description of SES’ Capetmeies

ﬁmctmna& areas wﬂl require
trackmg and reporting, and nfiguration management controls Addmonal support
is required for the special c&mputer d human interfaces often required to provide equal access
1o mforma’elon resources for those who have dlsabﬁmes 'Fhe scope of work for the S

3 Capaba}ny Maturity Model Integxatwn (CMMD), iject Management Body of Knowledge (PM-BOK), Systems
Life Cycle (SLC), Business Analysis Body of Know%edge {BA-BOK), Software Body of Knowledge (SW—BOK),
Intematlonal Technolcgy Infrastructure berary (I’HL)
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Orgamzatzonal and Management Servzces competency area mciudes all aspects of orgamzatxona]
~and managenal surt serv"“ es including:

amaiyszs
+  Organizational process deﬁmtlon

. Quahty assur
.= Relocation, installatior
- software engineerin

» Requirements discovery, elicitation, evaluatmn, ana};ysm a:nd symhes;ls
»  Risk analysis and management
~» Studies, research, surveys and repomng
T Tecf: ical support forth e
» Technology forec:
»  Technology pl
~» Workflow des1 gn and nnplementatmn

_ ‘Other Related IT Services - In kcepmg pace with technology mzprovenents the contractor will
be re d’ to Idennfy technalagles and deveiop mnovatxve sol ; f:f'ons to kecpmg EPA h

»  Audit issues, response and trac mg
»  Business process re-engineering

»  Providing subject matter experts

» Strategic and tactical planning

- The scope of work for this competency includes all pects of software securxty, apphcatlon-
related trammg, quality assurance; and pI'@_’]%Gt management support services.

g the SOW as defined herein and further
 amended by the CO under this BPA consistent
anaged by the EPA.* The contractor shall

m : and maintain IT services as described herein that are, on'a ,
con’tmumg basis, responswe to EPA’s users. The contractor shall mam‘cam an awareness of the

V.epa.goy/oam
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~quality, efficiency, and cost-effectiveness of all sérvices to be provided W;zth a continuing
emphasis on devising and developing better methods, processes, and procedures to enhance the
ability of EPA to meet present and future needs of its user community.

- Additionally, EPA has a réquirement for automated information systems which address both
fundamental information needs common to all Offices and Laboratories and those relating to-
program specific issues in order to support the IT needs of the widespread EPA locations in a
- cost-effective manner. The specific research areas of each EPA location require computer
systems capable of prov:d‘ g a vamety of analyucal mfonnatxon, as well as 1aw data and ’
mfonnatlon in support of the EPA mission.

Contractor Capabilities Maturity Model Integration (CM
. must have a maturity level rating or capabmty level achievement profile that meets or exceeds
- Level 3 using a full benchn arkmg class of appraxsal defined as a Class A appra:lsal The

. appraisal of the contractor r

Requirements for CMMI (ARC) docu nent’. If subcontractors are used and nat a:ppralsed tobe -

at Level 3 as previously described, the prime contractors shall be responsible for ensuring their

: subcontractors foIIow the pnme s CMMI Level 3 processes. ‘

VIMI) Requirement: The contractor

' Docmnentation as proof of the CMMI appraisal must include a description of the appraisél E
options, model scope, and organizational scope selected to confirm to EPA that the appralsal
‘ meets the ull bemhmarkmg requirements.

The con‘eractor shall demonstrate msntutronahzatmn of the CMMI model and must maintain its
Level 3 (or higher) CMMI performance throughout the Order period of performance, and deliver
to EPA at least every three years the results of an independent appraisal demonstrating continued
performamce across-all process areas at Maturity Level 3 or higher, according to the

. aforementioned framework. ‘

Descrl«ptwon of Techmcal Coetmmes :

A, Aprplmatmn Perfarmanee Managemient: Performance management includes testingto
eliminate bottlenecks and establish a baseline for future regression testing with a carefully
controlled process of measurement and analysis (e.g. expected load in terms of coneurrent
users, HTTP connections, and acceptable response time) at the apphcatxon level, database

“level, operatmg system level, and netwcrk level .

B

B. C@nﬁguratwn management and tools support: Software conﬁguratlon management
(SCM) is a "set of activities dﬁmgned to control change by 1dennfymg the work products that
“are likely to change, establishing re! ips among them.
© . - Defining mechanisms for managing different versions of wark products, controlhng the
- changes imposed, and auditing and reportmg on the changes
- Release management

1
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C. ata Management Support:

EPA’s ability 1o shére data among EPA offices and rts .
ity data management services. The services within the scope

artners is dependent upon-qu

of Data Management Support may i &
- Creation, 1mylementatmn, and maintenance n‘f(} EPA ‘na;tmnal and imemationai data

standards
- Development and maintenance of data models, taxonom1es and dictionaries

. - Design and preparation of data coding schemes and maintenance of code sets -

~ Design of quality assurance methods,

* - Metadata and contént management, data mining, evaluanon of new data mamgement

‘technologies

Data Services: EPA and EPA support a variety of data reqmrements from financial and
administrative to vast quantities of GIS, modeling, and other scientific data. The scope of -
wotk for the Data. Servxces principal competency covets all aspects of data support servmes
mchading:

- Data migration and conversion o

- Data modeling
- Data subscription services

- - Data transfer

- architectures. T

- Data warehouse ‘
- Database administration

- - Database design

- Database opmmzanoh
- Seasrch and search engine opnmxzatxon, metadata, fi ndablhty

. Enterprise Architecture: - EPA (Enterpnse Archatectme is gmded by the Federal Enterpn se

Auchitecture (FEA) reference models for its framework in the development of our

he primary putpose is to ensure that business strategy and IT investments are |

aligned and to inform the Capital Planning and Investment Control (CPIC) process. The EA -

competency covers all aspects of data support services include: '

~ Provide expertise to recommend and support enterpnse technologles and solutmns

- Bvaluate business processes to enable enterprise data management

- Provide skills in information/software systems architectures, reuse arch:ttecmres
component-oriented software architectures, software engmemng technologies and tools,.
and commerclal devel;opment tools;. 4

Fmaneml Reporting/Cost Tracking: Fmancml repornng and cost tracking shail mclude a

‘mechanism for providing costs and estimates at the project and/or work request level. This

* will entail establishing separate project codes as: specified in the individual work request or

technical direction document. All costs associated with spetific project codes shall be

- reported in the monthly report, and as specified in the individual work request.

- .Project codes shall be esta | before technical work begins. Work estrmatcs shall
include costs associated with each major project milestone/phase.

cial reports and track costs at a detailed level and produoe standard reports as

well as ad hoc reports;

12
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G. IT archit the EPA Techr ffcal‘ Reference Moiei)

H Independent Validation: & Verification: EPA’s requuements for these services include
' : d partner stan ds revxews, code revmws g A n-of test data,

_ EPA te seleét
mclude:
- Te}@cgmmumcanons Prot’ 'ols and Topolegy

eies may also be 1deaa‘mﬁed to reduce redundancxes amcmg systems and 1mprove

 dataintegrity. DR ; ,
oo Prwzd‘ anesta&bh hed and comprehensive service delivery m@del forprcmd;t sustmned
systemsrepresen gsmall, m:dmze and

aznd skilled resources with managmg a portfolio of legacy

apphcauon systems data management servmes

5
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knowledge and skills to iead nd :
,of schule, budget and resources Pro

Proyect managers are resp9n51ble for all process areas as defmed by the PmJect Managen
Insntute (www.pmi.org). Also includes trackmg and reporting. y o

- M Qwahty Ccmtrol vahty corrl%rols are th«se neasure& taken that “sustain the g quahty ofa
. product or service in order to satisfy given reqmremem:s Work may mclude

- Measure the quality of software design

- Ana ‘yze and measure quahty of canfcmnance to reqmrements and EA

' A.req jire ‘GIS apphcatwn
components such as data, dat S maj )
wherever possible,: as well as € IS developmem u.d cust@mlzatmn te mclude, at a'minimum
the following f

- Collection, quality asSurance/quahty cemaml (Q; :QC) of envxr@mtental samphng and
_ analysisdata
- Integration of data of vanous scales and pro;eotwns lmkmg data to points or features on a
‘map -
- Overlaymg maps and oalcula:tmg ma:themancal relatzon hi ps between/an@ng maps -

Devel opment

P. Rxsk managemmt, q;u> 1if] catmn, quantrﬁcatmn, and nsgk response planning )

Q. Software Apphcatmn S-»ecumty Support: Reqmremensts for this servme include the
provision of a broad range of a al services to assess the security of telecommunications
networks, operating systems, COTS and customer developed systems [but excluding systems

_ developed under this or other contracts by the chosen contractor(s) on other contracts]. The
assessments shall evaluate compliance with Agency and partnér policies and directives, and

_industry best practices. Also mcludes sefrware secunty ceruﬁeanon and acereditation.
- Refer to the EPA Tect Viodel] : -
- Refer to IRM POLICY MAN
- Refer to Procedure for Devi lopmg Secumy Plans for Information Technology Systems
- Refer to EPA Order Cla No.; 2195.1 A4 Agency Network Security Pohcy

- Referto Dlrectme 200.06: Ccmputer Sccunty Inmdent Response

"R Scxemzfic Applmanon, V}suahzatmn and Camputatmnal Scxeme Support Reqmrements -

for servmes under this task area include:

14
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ptis ‘
- Troubleshommg,
- Paralle] computing and cluster porting;
- Data mining and small- and large-scale statistical analysis;
- Inférmation engmeenng and aﬂxer sc;entxﬁc application support.
or C) an& wsuahzatlon in EPA’S Natmnal

- Environmental Scien ]

- Services and expestise reI' ng to scalable }ngh peaéa@rmucc compur

 visualization support - :

- Monitoring HPC and visualization pr@ductwn equipment and nﬂn-producrtwn equipment
- (but not the day to day op rations)

- Creating and updating recommendations for EPA appmved standard ope:ratmg
procedures that provide guidance for operating, maintaining, and reporting the status of

mg an scientific v

major productlo and non-production high perfonnance computmg systems at the
NESCZ aml Scaermﬁc stuahzauon Center -

"set of actlvmes

) ' e wark pmducts that are hkely
to change, establi

k may include:
erent versions of work products, contmlhng the
changes 1mposed and audltmg and rertmg on the changes made.

g. It encomg n, t
implementation related-tasks of new or enhanced apphcatzons and systems. The approach
chosen shall be appropriate to the complexity, size, and duration of the project. COTS
software and official EPA standards are favored over custom solutions. '

- Systems develoem shall be cand‘efﬂ ted i in ace rdance wﬂh the appropnate CMM -

operatlons mstrucﬁons)

U Sofhvare engineering : and integration support

- Refer to the EPA Techi

ical Reference Midel

aintenance: Requirements in thrs competency area include enhancing and
optimizing deployed software (software release), as well as remediation of defects and
deficiencies in the software following deployment. Requirements may also include the

IR}

‘15
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: addltion of new fi »‘f'cnonahry to improve the software' s usabrhty and apphcabﬂzty
' _Admzmstrat} and sup nay rnclude

: ying or helping to verify data integrity -
- Secunty»«&ﬁf g an/or imp emermng access controls to the data
- Availability—e: T

: Il um uptime
- - Performance—Ensuring maximam performe give budgatary constraints ,
- Support and testing—helping programmers and engineers to efﬁcxenﬂy utilize the: database

»

W Statistical Services: qumremems in this pnnmpie task mclude
- Develop surveys, samples, and questxonna res and related. d@cumematwn
- Provide technical services usin, RM
requlrements for data reducti
software packages in the preparation of statis cal reports and for to develop and automate
statzsncal and mathemata’éfi‘: models and algon hms.

‘ development nagement processes. The scope ef work for the S
Improvement competency area includes all aspects of softw
services may ificlude:

- Configuration management
- Performance management

- Process standardization
- Program management

.- Release Manzagemem

ware Process -
are process improvement

Y. Training: This competency area shalI mclude~ :
- Prepare, provide and. evaluate raining assacaated Wlth the systems engmeermg eﬂbrts and

- applications ' .
- Plan courses and s
- ?repare draft and:

; mars and arrange c@nferences

The contractor may be required to provide long-term, on-site IT support staff in any of EPA’s
facilities, including EPA Offices, Laboratories, Research Centers and Fisld Installation Offices.
If SES® onsite support is requlred by an EPA location on a long-term basis, the contractor shall
be provided forty-five (45) days advance notice before the support must begm Startup intervals
in such cases will be snbject to individual nego 1atwns .

In general services shall be Jmmnely premded on aﬂ Fedeml: business days from 7:00 a.m. to
6:00 p.m. local time where the services are bemg perfned or as @themse speclﬁed m

16 -
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individual Task Orders. The contractor may be reqa wred to prowde servwes outside of these
hours on an emergency or extende: 1 basis. Inthe eV nt of an er Viro! ntal emergency or
operational crisis, the A 1 & support. Response times will
vary witheach si . Subsequent ‘

“to the initial nﬂtﬁcatmn, the CO' WIH amem’t ‘zhe apzprna‘te Task Order(s) as requn‘ed
Systems Development Cen:ter(s)
Since the Order is intended to serve the needs of E A anci its partners work may potentzally be
performed at various locations throughout the United States. To meet customer reqmements for
' efﬁcmnt systems ef‘»« eermg and to pmm@te good commumca‘tmﬁs ang the art es, the SES

. The Vendor shall provide support for ancillary
 specific technical expertise or access to. specialized tec
reqmrem ents include: ‘
Graphical Des;tgn
Printing and Pubhcatzcn
Multimedia Authonng, Editing, a;nd Producuon
Video and Photography Produenon
Image Scanning
Report Development
DataEntry =~ '
Technical Writing; Ecktmg, and Doc’umentatmn
Technology Transfer and Assessment
Content Mandgement
Technical Training = .
Technical Reference Center (TRC) Servxces

rwvﬁﬁawmcch

, ]escrlptwn of lusmess Se«rvmes C@mpetencles

! -

- A. Graphical lesxgn The contractor shall develop graplncal elements to mcrease the visual =~
appeal of pubhcatwns or increase the understanding of publication messages including but
not limited to: . y :
- Managing requests for graphics
= Dﬁevel@pmg or refin

ung graphic templates for broad use

- Creating graphics and applying formatting, styles, and graphacs such as images or
* illustrations to-documents, presentatmns brochures, posters, or other. pubhcanons
- Edmng and refining gmphlcs for use m vamms publications

B. Prmtmg and Publ:tcatmn' The contractox shall pmvzde phys1cal pmductlon of publications
including but not limited to:

- Managing requests fe: prmtmg ot binding services

17
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t1ons, brochures posters, or other publications -

services to

1mages
- Forw
dambases

chnical

or shall provide general,
a*aon servzces mcludmg but not 11mrted

outcomes ' ' v
inds, including presentatmns docmnants, and N

web content

18
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I. Technﬂlagy 'I’mns%l%"e:r & Assessment' The ctor sha;ll distribute mfannaixon, tools, and

- Managing and updatmg cemient on'web s1tes ﬁIe systems or in other systeéms such as
documem management sysfems :

K. ’I‘echmcal Training —
- Devei@pmg, edmng,

ce center records
entory and dzstnbunan of

ties Suprt
- Support of inventory, print maienals and non-print matemals

- Communications, outreach and special reports

- Inter-Library Loan Services

- stcovery, 1mp1ementat1®=n and use of new tech uelogy in the TRC(S)
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the Federal Infi
Standards and Tec ~‘®Iegy' [

1ssued by 1ts tec‘ 'olegy services orgamzatr(me ]
procedures and fermats pubhshed at WWW.epa.ge

Security Clearance

 security clearances. Task Qrdeifs
will include instructions on the handling of such information and may include contractor
et ~1camons as to the protection of such mfennatmn, as described at Clanse H.27.

Contractor personnel may have access to information requiri g

Risk Level lesmgnatmn .
The following risk Ievel has beer "asmgnei to ﬂus Oirder HIGH. (However, mdlwfi:’ al Task
Orders may be assi a lowe ' 'on) The post-award background - ’
investigations at ! 1 ec ctor employees (and subcontractor
employees if applicable will be for the risk Ievel assi gned to the Task Order.

. Confi dentxahty Agreement _ :
In the event that confidential o or sensitive inform fanon may be given to or obtamed by the
Vendors in comectzon wﬂh orinthep process of this sohcxtanon each Vendor and Vendor’s
ty agreement. It will be incumbent upon
atl 1t recerves by whatever means 18

| _ mformatwn as a part of the prepamton of a quote in response to thas SQW.

o Protectmn of EPA Data

‘ The EPA’S environs ental daiabases, apphoatmns and systems are a pnmary resource of the

perfonned under thls Order does not cempromze e the se ~ty of these systems or data contamed
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accordance
time. Pro’tec. ion of EPA data ust be
and final approval of ¢
official. The SES® co
their staff The contractor
and tec;
contracmr employees.

| ‘Canfwmmw w EPA Stmdards andEPA am&f* ed

At a minimum, the-comracter shall conform torand abide by the followin;
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Federal Pohexes and Regulations

Govemment Paperwork Ehmmatton Act
(GPEA)
lnfor ation Techn&legy Marragement

Web Sxtes
Order 2190.6
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